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cosmic rays 

by J. F. Ziegler 

This  paper  reviews  the  basic  physics  of  those 
cosmic  rays  which  can  affect  terrestrial 
electronics.  Cosmic  rays  at sea level  consist 
mostly of  neutrons,  protons,  pions,  muons, 
electrons,  and  photons.  The  particles  which 
cause  significant soft fails in electronics are 
those  particles  with  the strong interaction: 
neutrons,  protons,  and  pions.  At sea  level, 
about 95% of  these  particles  are  neutrons. The 
quantitative flux of  neutrons  can  be  estimated 
to within 3x,  and  the  relative  variation in 
neutron flux with latitude,  altitude, diurnal 
time,  earth’s  sidereal  position,  and  solar  cycle 
is known with even  higher  accuracy.  The 
possibility of two particles  of  a  cascade 
interacting with a  single circuit to cause 
two simultaneous  errors is discussed.  The 
terrestrial flux of  nucleons  can  be  attenuated 
by  shielding,  making  a significant reduction in 
the  electronic  system  soft-error  rate.  Estimates 
of  such  attenuation  are made. 

Introduction 
This paper covers many fields, as diverse as elementary 
particle theory and computer system design. Its purpose 
is to connect cosmic ray physics to the field of electronic 
reliability.  Definitions of well-known specialized words, 
such as hadrons or error-correction code, are provided in 
order to make the paper accessible to both engineers and 
scientists. We request the reader’s tolerance of these 
definitions,  with reliance on Mark  Twain’s aphorism: 
“One must never underestimate the pleasure one gives 
an audience by telling  them something that they already 
know.”  The paper is organized as follows. 
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Cosmic  rays in space 
The term cosmic ray does not have a clear scientific 
definition. It has been used since the beginning of the 
twentieth century to indicate the unknown energetic 
particles that interfered with studies of radioactive 
materials. By 1913 it  had been discovered that cosmic rays 
came from outer space. It is  now customary to subdivide 
cosmic rays into the following categories: 

Primary cosmic rays: Galactic particles which enter the 

Solar cosmic rays: Particles in the solar wind,  originating 
solar system and may  hit the earth. 

in the sun. These are sometimes included  in the term 
primary cosmic rays. 

“Copyright 1996 by International Business Machines Corporation. Copying in  printed  form for private use is permitted without payment of royalty provided that (1) each 

this paper may be copied or distributed royalty free without further permission by computer-based and other information-service systems. Permission to republish any other 
reproduction is done without alteration and (2) the Journal reference and  IBM copyright notice are included on the first page. The title and abstract, but no other portions, of 

portion of this paper must be obtained from  the Editor. 

0016-8646196155.00 0 1996 IBM 

IBM J. RES. DEVELOP. VOL. 40 NO. 1 JANUARY 1996 J. F. ZIEGLER 



Cosmic  ray flux at  terrestrial  altitudes.  This  plot  is  from  the 
longest-running terrestrial cosmic ray monitor, which began oper- 
ating in 1951 outside the Homestake Mine in Colorado. It shows 
the relative intensity (percent change from the 1954 flux) of the 
terrestrial cosmic ray flux with the solar cycle. Note that the solar 
cycle is raggedly sinusoidal, with each  cycle being quite different 
from the others. Although these smoothed flux values show a vari- 
ation of about 20% from  solar  peak  to  minimum,  actual  values 
may  vary  by >200% for daily  averages,  and  much  more  for 
shorter periods. More than 99% of these particles originate from 
primary particles  from  outer  space.  The  prime  influence of the 
solar cycle is in its changes to the magnetosphere (which deflects 
incoming particles), and not in the production of terrestrial cosmic 
ray particles of solar  origin. Data from J. A.  Simpson, University 
of Chicago; private communication. 

Table 1 Recent  periods of the solar cycle. 

Active sun Quiet sun 

1958 1963 
1969 1974 
1980 1985 
1991 1996 

~~ 

Secondary cosmic rays: Particles produced in the earth’s 
atmosphere when primary cosmic rays hit atmospheric 
atoms and create a shower of secondary particles. These 
are also called cascade particles. 
Terrestrial cosmic rays: Particles which finally  hit earth. 
Fewer than 1%  are primary particles, and they are 
mostly third- to seventh-generation cascade particles. 

The primary cosmic rays are believed to be produced 
and accelerated as a consequence of stellar flares, 
supernova explosions, pulsars, and the explosions of 20 
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galactic nuclei. The cosmic rays in our galaxy have a mean 
lifetime of about 200  million years. Because our galaxy is 
spinning, there is a pervasive magnetic field of several 
micro-Gauss, and the cosmic rays interact with this field 
so that, typically, they spiral continually during their 
lifetime with a spiral diameter of a fraction of the galactic 
diameter. Because of this vast spiraling trajectory, a local 
observer can detect that the galactic cosmic rays are 
isotropic and do not come from particular sources. 

The particles in space are 92% protons and  6% alpha- 
particles; the remainder are heavier atomic nuclei [I]. The 
galactic flux of primary cosmic rays is very large, about 
100000/m2-s. We shall see that the final  nucleon  flux at sea 
level is much lower than this, about 360/mz-s, so few  of 
the galactic particles have adequate energy to penetrate 
the earth’s atmosphere. 

A second source of primary cosmic rays is the sun, 
with its eleven-year cycle; see Figure 1. This plot is for a 
detector which has run for forty years in Colorado, and it 
gives a good picture of  how terrestrial cosmic rays vary 
over time because of the solar cycle. 

Solar particles have much  lower energy than galactic 
particles. In general, particles need very high energy to 
create a cascade which can penetrate to sea level. The 
minimum energy required is generally accepted to be 
above 1 GeV,  with the exception of a particle with a 
trajectory directly down into one of the earth’s magnetic 
poles.  During the period of quiet sun, e.g.,  1985-1986 (see 
Table l), there are effectively no particles in the solar wind 
which are energetic enough to penetrate to sea level on 
earth. During the active sun period, the number of solar 
particles hitting the outer atmosphere increases by a 
millionfold,  and  it is larger than the flux  of intra-galactic 
cosmic rays. Some of these particles have energies which 
can reach terrestrial altitudes. During periods of a large 
solar flare, which might last a few days and often produce 
solar particles with abnormally high energies, the total 
intensity of cosmic rays at the earth’s surface might 
double. 

However, there is a secondary aspect to the solar 
cycle. The active sun with its large solar wind creates an 
additional magnetic  field about the earth, and this field 
increases the shielding against intra-galactic cosmic rays. 
The effect is to reduce sea-level cosmic rays during the 
period of the active sun by about 30%. For complex 
reasons, the peak and minimum  of this sea-level effect 
lag the solar cycle by about one or two years, so we can 
expect the next maximum of sea-level cosmic rays about 
the summer of  1998. 

Satellite measurements of the primary cosmic ray 
particles are shown in Figure 2. If these particles start to 
penetrate the earth’s atmosphere, they probably hit  an 
atmospheric atom at an altitude above 50 km, starting a 
cascade of nuclear fragments. 
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Kinetic energy  (MeV/nucleon) 

(a) 

outer  atmosphere of the earth  during  a  quiet sun period: 
ividually shown; Figure 2(b) on the right shows much higher 
= M; and 2 > 9 = H .  Summed together, the primary flux 

Cosmic  ray  cascades in the  atmosphere 
The study of cosmic ray cascades in the atmosphere has 
been reviewed extensively in many excellent books [3-111. 

The earth’s atmosphere consists of about 1033 g/cm2 
of oxygen and nitrogen, with a density which changes 
constantly with altitude. In cosmic ray physics, altitude is 
usually considered in units of g/cm2 of the atmosphere 
above a given  height. Sea level has an altitude of 1033 
g/cm2, and Denver has an altitude of 852 g/cm2. These 
numbers are also the mean barometric pressure at these 
cities. Using the unit g/cm2 for altitude removes much of 
the complexity of dealing with the physics of a material 
which has a constantly changing density. 

interaction, e.g., nucleons and pions (these particles are 
called hadrons), have many collisions before they reach 

The atmosphere is so thick that particles with the strong 

sea level. Since the strong interaction is so powerful, 
virtually none of the original primaries reach the earth’s 
surface. Instead, they create a cascade of secondaries 
which create further cascades until some later-generation 
particles may reach sea level. The cascade particles consist 
mainly of pions, muons, nucleons, electrons, and photons. 

For terrestrial cascade analysis, these particles differ 
mainly in their type of interaction with other particles, 
their lifetime, and their mass (see Table 2). 

and their energy is dissipated into nuclear fragments. 
Those which also have an electric charge lose energy 
constantly to the atmospheric electrons. The heavier 
particles are least deflected, causing narrow dense 
cascades, and the light particles form a more diffuse 
halo about the heavier particles. 

Hadrons lose energy very rapidly to atmospheric nuclei, 
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Table 2 Physical  characteristics of cosmic  ray  particles. 

Interaction  type  Mass  Mean 
(MeV) lifetime 

Electromagnetic  Strong  Weak 

Pions Y Y =134 26 ns 
Muons Y Y =lo6 2 w  
Neutrons Y 940 -stable 
Protons Y Y 938 stable 
Electrons Y 0.5 stable 
Photons Y stable 

Cosmic rays at airplane altitudes 
It was noted above that fewer than one in a hundred 
primary particles can create a cascade which can reach sea 
level. The cascades do not continue to increase in  number 
as they penetrate the atmosphere, for there are also many 
absorption processes. Most of the particles either decay 
spontaneously (pions have a mean  lifetime of nanoseconds, 
muons about a microsecond), or they lose energy and 
reach thermal energies before reaching earth, and these 
particles are lost from the cascade. The maximum cascade 
density of particles occurs at an altitude of nine  miles 
(15 km), or just above airplane altitudes (this is called 
the Pfotzer point [12]). Below this, there is a net loss 
of total particles in the cascades (Figure 3). 

The peak of the cosmic ray intensity occurs at about 
10-25 km, which is also the altitude of many commercial 
airplane flights. The density of particles at this altitude is 
not as well known as for either the space environment, 
where the flux  is  simplified by the absence of cascades, 
or terrestrial environments, where long-term analysis 
experiments have been running for up to 50 years. For 
airplane altitudes, we have only the results of a few 
airplane or balloon  flights of short duration. 

Recently, experiments on cosmic ray effects at airplane 
altitudes have been published by IBM,  Boeing,  and others 
[14, 151. We do not review this specialized field, other than 
to note that the fail rate of electronics at airplane altitudes 
is about one hundred times worse than at terrestrial 
altitudes, as  was predicted in  an  IBM paper 15 years 
earlier [16]. 

Cosmic rays at terrestrial altitudes 
Energetic cosmic rays at sea level appear in cascades 
which hit  in a splash of particles in less than a 
nanosecond. We discuss this lower region  in detail, for 
it determines the flux of particles at terrestrial sites. The 
net loss of particles below the peak particle density (at 
airplane altitudes) can be simply expressed in a quantity 
called an attenuation factor or particle mean free path 
or absorption length, L ,  which combines creation and 
absorption processes into a single parameter which allows 22 
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the calculation of the net change of particle flux  with 
atmospheric pressure or altitude: 

Earliest measurements of terrestrial cosmic  rays.  The  measure- 
ment of the  density of cosmic  rays in the  atmosphere  won  the 
Nobel  Prize for Hess.  In  1912 he used  a  balloon to  take  two 
ionization chambers up into the atmosphere to a height of 5 km, 
and showed that the flux of particles increased with altitude [see 
(a) and (b), the upper curves]. Although there were hundreds of 
measurements after this, it was not until 1936 that a detector was 
carried high enough to show that the cosmic ray flux peaked and 
then  decreased  at  very  high  altitudes.  The  “Pfotzer  curve,” 
shown in (c), was named after the scientist who showed that there 
was an exponential  increase in cosmic  rays  with  altitude up to 
about 15 km,  above which the  cosmic rays decreased.  The in- 
crease was a stunning 1000 X , and for the first time it was realized 
how essential the thick atmosphere was to sustain stable life forms 
at sea level. From [12] and [13], reprinted with permission. 
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where I ,  is the cascade flux at some altitude (pressure) A , ,  
and I ,  is the flux at altitude A, ,  both altitudes being 
expressed in g/cm2. To convert terrestrial altitudes to 
atmospheric pressure, g/cm2, we use 

A = 1033 - (0.03648H) + (4.26 x 10-7H2), (2) 

where H is  in feet andA is in g/cm2 (this assumes an 
average barometric pressure and a temperature of 0°C). 
In the lower altitudes, typical absorption lengths are  as 
follows: 

Electrons: L~ = 100 g/cm2, 

Protons and pions: Lp = 110 g/cm2, 

Neutrons: Ln = 148 g/cm2, 

Muons: L,, = 520 g/cm2.  (3) 

For example, if the neutron flux at sea level  (height = 0 ft) 
is I ,  the neutron intensity at Denver (height = 5280 ft) is 

'Denver = 'sea level exp[(Asea level - ADenver)/Ln]) 

zDeDver = I,,, level e ~ [ ( 1 0 3 3  - 862~1481, 

'Denver - 3.4'sea level' 
- (4) 

The absorption lengths between particles differ because 
of the strength of their interaction with the atmosphere, 
and their mass. A longer absorption length means slower 
attenuation, and hence less difference in  flux when we 
compare locations with different altitudes. As an  example 
of the magnitude of these factors, the increase in cosmic 
ray flux from New York City (1033 g/cm2) to Denver 
(852 g/cm2) is 

Electrons: 611%, 

Protons and  pions:  518%, 

Neutrons: 340%, 

Muons:  142%. 

The one precaution to observe when using these 
numbers is that they do not describe the change of energy 
distribution with altitude, only the change in the total 
number of cosmic ray particles. (For experimental data on 
neutron attenuation factors, see the section on relative 
neutron flux.) 

At sea level, there is a spectrum of particles which is 
typified  by the flux at New York City (Figure 4). This is a 
theoretical calculation which  is  not as accurate as some 
experimental values to be shown later, but  it shows the 
four most important particles and their relative abundance, 
normalized to the same site. Muons dominate the medium- 
and high-energy particle spectra. There are hundreds of 

Theoretical sea-level cosmic rays. Theoretical calculation of the 
flux of cosmic ray particles at New York City.  The most abundant 
particles are muons, which physically act like heavy electrons ex- 
cept that they are unstable and have a lifetime of less than 2 ps. 
The  next most abundant  particles qre neutrons, which are  very 
penetrating because they are neutral and do not lose energy to the 
electron sea of the atmosphere.  There are just as many protons as 
neutrons produced in the upper-atmosphere cosmic ray showers, 
but the protons are charged and hence constantly lose energy to the 
atmospheric  electrons  and  disappear  faster  than  the  neutrons  at 
lower altitudes. At sea level there are fewer than 1 pion per 1000 
muons, but we show that pions are far more effective in causing 
soft fails in electronic circuits.  The above calculation is discussed 
later in the section on theoretical cosmic ray cascades [17]. 

times more muons than any other very high-energy 
particle. This is because the muons do not have the strong 
interaction and they lose energy only gradually to the 
atmospheric electrons. The same numbers of neutrons and 
protons exist at very high energies, but below 1000  MeV 
the absolute proton flux becomes less than the neutron 
flux because of the protons' additional electromagnetic 
interaction with the electrons of the atmosphere. The pion 
flux is small  in relation to the other particles because their 
nanosecond lifetime causes most of them to fragment 
before they reach sea level. Finally, it should be noted 
that all sea-level particle fluxes  below  100  MeV are very 
sensitive to local environments, i.e., the material of nearby 
walls, ceilings, and floors. 

Note that in Figure 4 the latitude and longitude of  New 
York City are converted to their equivalent geomagnetic 
(GM) values. The geomagnetic coordinates assume a 
sphere centered on the magnetic dipole of the earth, rather 
than on its spin axis. The North magnetic pole was located 
at 78.32 N and 68.95 W in  1980. Although the spin axis 
has a motion of about one meter per year down the 70 W 23 
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Schematic of cascades of various particles. The particle cascade 
from a very energetic primary particle can be described as  a series 
of  concentric  cones.  The  innermost  cone  contains  the  heavy 
nucleonic particles of the cascade, and this is surrounded by cones 
which  describe  the  relative  spread of pions,  then  muons,  and 
finally the light and easily scattered electrons.  The  figure  shows 
these schematically, with the cones separated for clarity. Arrows 
also  show  where  energy  may  be  transferred  from  one  cone  to 
another as the cascade progresses. 

24 
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spatial distribution of cascades allows us to calculate 
the probability that two soft fails occur in a system 
simultaneously and create a double fail  in the system. 

Extensive  air  showers 
At sea level, an “instantaneous” cascade may be as large 
as a million particles spread over a radius of a hundred 
meters and spread out in  time to almost a nanosecond. The 
large cascades are usually called extensive air showers 
(EAS). An EAS may be defined as a shower detected 
on earth which has more than 10000 particles in  it, or, 
equivalently, as a shower produced by a primary particle 
with  an energy greater than lOI4  eV. The EAS cosmic rays 
have been widely studied, and there is good agreement in 
their description [2]. 

We look at EAS events in some detail, since they allow 
us to estimate the probability of two soft fails occurring in 
a computer at the same instant (a condition which might 
cause mistakes to occur in computer memory error- 
correction codes). 

one or more hot-spots, the number of hot-spots being 
determined by the number of nucleons in the primary 
particle. For example, a He atom primary (He contains 
two protons and two neutrons) may create a cascade with 
four hot-spots, each of which may be a few meters apart 
from the others [6]. Each hot-spot can be further described 
as a series of concentric cones which intersect the earth- 
each cone indicates the distribution of a different type of 
cascade particle; see Figure 5. The narrowest cone is that 
of the neutrons, and the widest cone contains the easily 
scattered electrons and photons. At sea level, the spatial 
distribution of neutrons with energies between 200 and 
3000 MeV  (which  is the energy of most concern for SER 
estimates) in the inner hard cone of an EAS may be 
described as follows: 

The spatial distribution of a shower at sea level contains 

N 
EAS neutron flux distribution: F(r) = 

r-p(;) ’ 

where N is the total number of particles in the shower 
and r is the lateral radial distance in meters (valid for 
2 < r < 200  m). The core area, r < 2 m, does not have 
a simple distribution because it depends on the details 
of the last collisions of the shower. 

A typical EAS shower will spread uniformly over a 
hundred meters, since the cascade was initiated many 
kilometers up in the atmosphere. This means that over the 
area of a typical mainframe computer system (2m X 2m), 
the variation in  nucleon particle density is  small, and this 
area contains about 2%  of the cascade particles. For a 
shower with lo5 particles, experiments show that there 
is a central particle areal density of much less than l/cm2. 

meridian, the magnetic pole has very large motions based 
on (among other things) the solar cycle, the earth’s orbital 
position, and lunar position. The magnetic field  of the 
earth is found to vary  the sea-level flux  of cosmic rays 
by about 2x, and for this correction we must deal in 
geomagnetic coordinates. 

Also noted for New York City in Figure 4 is the 
notation GMR, which stands for geomagnetic rigidity. This 
concept is discussed later, in the section on latitude effects 
on cosmic ray fluxes. 

There are three important aspects of the cosmic ray 
cascades: the frequency of cascades, the spatial 
distribution of cascades, and the total flux of particles 
averaged over all cascades. The total number of particles 
allows us to estimate the number of soft fails which 
appear in a system over the period of a year. The 



The EAS density is further reduced because the average 
shower comes in at about 45" (because of solid-angle 
considerations), creating an ellipse at the earth's surface. 
Only once in several years do sea-level detection arrays 
report central core particle densities which average above 
I/cm' [31. 

The frequency of these EAS cascades falls off with size; 
see Figure 6, which shows summaries of various sea-level 
EAS experiments which have measured EAS frequency 
vs. shower particle number. Sea-level showers containing 
10000 nucleons or more occur with a frequency of about 
1500/mz-yr (4/m2-day), and with 1000000 or more 
nucleons, about 2/m2-yr. This EAS frequency in units 
of (number/m'-yr) goes as follows: 

Shower frequency = 9 X 10s/(N'.4) for N < lo6, 

= 4.4 X ~o '~ / (N ' ,~ )  for N > lo6, (7) 

where N is the number of particles in the shower. 
These experimental expressions are for showers with 
N > 10000. For smaller showers the data are more erratic, 
but they follow the same trend; Le., cascade frequency is 
inversely proportional to the size taken to about the power 
of  1.4. Integrating the cascade shower frequency over all 
sizes, we obtain for the total dose about 2.2 X 109/mz-yr 
(70/m2-s),  about the same as the experimental 3 X 109/m2-yr 
total nucleon dose of San Francisco [18].  If we look just at 
the EAS cascades, i.e., with N > 10000, the particles in 
these massive showers account for less than 1% of the 
total cosmic ray particles at sea level. 

The data of Figure 6 may be combined in order to 
determine the probability of a simultaneous double soft fail 
in a memory array. We assume that the probability of a 
soft error of a bipolar cache memory chip has a cross 
section of about 4 X 10"' cm'bit, with about 5 X 10' bits 
(64 MB) in the memory (see other papers in this issue 
for the range of chip sensitivity). The total number of 
energetic nucleons ( E  > 20  MeV) at sea level is about 
105/cm2-yr (13000/cmZ-khr). Thus, the soft-error rate (SER) 
of the array is 

Soft fails per year 

= (SER cross section)(nucleon flux)(number of bits) 

= (4 X IO"' ~m~)(10~/cm~-yr) (5  X IO') 

= 200iyr. 

This rate indicates the need for error-correction codes 
(ECCs) for such large bipolar memory arrays. 

A cache parity check occurs if the sum of the bits in a 
memory word does not agree with the parity bit. Each bit 
of a memory word is usually kept on a different chip from 
the others. Hence, a double error can occur in a single 
word only if two chips have a fail  in  the same word. To 
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Cosmic showers: Frequency vs. size.  The frequency of extensive 
air  showers (EAS) at  sea  level  is  plotted  as a function  of  the 
shower size. Each shower is the result of a single primary particle 
hitting  the  upper  atmosphere.  The  data  from  various  papers 
(labeled a-e) show the frequency of showers for cascades contain- 
ing  up to 10" particles. The detector arrays are very large-some 
extend  over a mile  in  diameter.  The  showers  are  very  dilute; 
only rarely does the sea-level nucleon density reach l/cm! From 
[3], reprinted with permission. 

have a double hit on separate chips in a single cosmic ray 
shower, the cascade must be an EAS-type event. Since 
these contain only 1% of the nucleons, a double-hit 
probability is <1% X l%/(bits per chip), so to have a 
chance of a double hit  within a year, the array SER must 
be in excess of lo7 fails per year (assuming 1000 bits per 
chip). Hence, the need for double-correction ECC is not 
justified by cosmic SER rates. 

hitting a circuit. This has been demonstrated for DRAMs 
which have been upset using a proton beam, and also for 
DRAMs at Denver [19]. High-energy proton testing of 

Double hits can be caused by a single energetic nucleon 
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bipolar SRAMs indicates that multiple  fails  from a single 
nucleon are rare [20]. 

Terrestrial  cosmic  ray  spectra 
This section is divided into separate sections for each of 
the major cosmic ray particles. Each section shows both 
experimental measurements and theoretical calculations. 
The calculation is shown not only for its fundamental 
aspects, but also to allow extrapolation of experimental 
measurements to other places. For example, it allows 
measurements taken in Japan, Italy, or India (three prime 
locations for sea-level measurements) to be converted to 
the equivalent flux at New York City. The theoretical 
formalism is summarized at the end of this paper. 

Nucleon flux at sea level 
Most experiments which have measured the cosmic ray 
flux of particles with the nuclear force (hadrons) have 
not separated this flux into neutron, proton, and pion 
components. There is general agreement that the flux of 
particles is more than 97% neutrons at sea level, so the 
discussion below concerns primarily neutrons, with a 
special section devoted to the pion flux. 

Neutron physics and electronic systems 
This section uses simple physical arguments to show that 
most neutrons go through a circuit without an interaction 
(only one neutron in  40000 hits a silicon nucleus in the 
active top 10 pm of the circuit). But once a hit is made, 
there is a significant probability of a soft fail. 

The neutron is a hadron particle with no charge and 
a mass of lo-’’ g = 939  MeV = 1.0 amu. The strong 
interaction extends only about cm from the particle, 
beyond which it disappears. It is this force which binds 
together the protons and neutrons which form the nuclei 
of atoms. Since the force is so limited in range, the cross 
section for interaction is estimated by the geometric cross 
sections of the nucleus (or one might say that the diameter 
of a nucleus is defined by the range  of its strong interaction). 

We  can quickly estimate the probability of an energetic 
neutron interacting with a silicon circuit. Each nucleon 
(nucleon = either a proton or neutron) has a strong 
interaction radius of  1.3 X cm. Silicon, which 
contains 28 nucleons, scales to a radius of about 4 X 

cm. A nucleus of this size has a cross-sectional area of 
5 X cm’. This circular area of the silicon nucleus is 
the cross section for interaction with neutrons. If the nuclei 
are uniformly distributed, they present a black wall (also 
called a total absorption cross section) to a neutron flux 
if their cross section can cover a plane; that is, 

Black wall = [l/(area/atom)] = (1/5 X cm’) 

= 2 X loz4 atoms/cm2. (9) 
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For silicon, with a density of 5 X 10’’ atoms/cm3, this 
thickness is 

Silicon absorption length 

= (2  x atoms/cm2)/(5 X IO” atoms/cm3) 

= 40 cm.  (10) 

We can now calculate the number of interactions that will 
occur near an LSI circuit on the surface of the silicon. 
Assuming that interactions must  be within 10 pm of the 
surface to be important, 

Probability of nuclear “hit” 

= (target depth)/(absorption length) 

= cm)/(40 cm) 

= 1/40000. 

One out of  40000 incident neutrons will interact within 
10 pm of an LSI circuit. 

As we discuss in detail later, at sea level there are about 
lo5 neutrons/cmz-yr with energies above 20  MeV. This 
means that every cmz of circuitry receives about 105/40000 
= 2.5 silicon-neutron hits per year in the circuit active 
volume. 

We can now estimate how  many of these neutron-silicon 
“hits” it takes to make a soft fail. The active device area 
on a typical chip may be about 0.04  cm’, and if we assume 
that the devices have a 10-pm active depth typical of 
bipolars, the active volume of these chips contains 

Active atoms/chip 

= (active area)(electrical depth)(atom density) 

= (0.04 ~m’)(lO-~ cm)(5 X lou atoms/cm3) 

= 2 X 10” atoms. (12) 

Dividing the total active atoms of the chip’s circuit by the 
absorption cross section of neutrons by silicon (estimated 
above) gives the cross section for a particle making a hit 
in the active volume of the circuit: 

Active cross section 

= (active atoms)/(absorption cross section) 

= (2 X 10’~ atoms)/(2 X 10% atoms/cm’) 

= cm’. (13) 

The accelerated testing paper in this issue [20] indicates 
that the soft-fail cross section for a 1986 bipolar memory 
chip is about 40 X 10”’ cm’bit (see Figure 13 of 
Reference [20]),  and for a chip with 4096 bits, the chip 
SER cross section is 4096 bits X 40 X cm’ibit = 1.6 
X cm’. The active absorption cross section is greater 
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than the SER cross section by cm2)/(1.6 X 10” cm’) 
= 6. One in six of the silicon-neutron “hits” results in a 
soft fail  in these cache chips. If we reduce the active 
thickness of the circuit to about one micron, we can then 
estimate that almost every silicon-neutron hit within one 
micron of  an LSI circuit results in a soft fail. 

Altitude effects in the neutron flu 
The relative density of the neutron flux at terrestrial 
locations may  be estimated by using  an exponential 
increase up to altitudes of  30000 feet; see Figure 7 [21,  221. 
This plot shows the flux  of neutrons measured at various 
altitudes from sea level (1033 g/cm2) up to space (0 g/cm2). 
Taking a section across these curves at any energy 
produces a plot similar to the original Pfotzer data 
(Figure 3). One important point of Figure 7 is that there 
is remarkable similarity between sets of neutron spectra 
at low altitude [compare, for example, the curves for 
1033 g/cm2 (sea level) with those for 700 g/cm2 (10 kft) 
and 400 g/cm2 (23 kft)]. All of these curves are essentially 
parallel except for the highest-energy neutrons (which were 
inaccurate; see [23]). 

From our discussion above, the net loss of neutrons 
with terrestrial altitude can be simply expressed in a 
quantity called  an exponential attenuation factor, which 
combines the creation and absorption processes into the 
single attenuation parameter, A ,  shown in Equation (1). 
The attenuation length of the neutron flux has been 
measured by many authors; see Table 3. These numbers 
are in excellent agreement. We use 148 g/cm2  as a 
value for the neutron attenuation length for terrestrial 
altitudes. 

The accuracy of this number can be estimated by 
considering the possible differences of neutron fluxes  going 
from  New York City to Denver, Colorado. Going  from 
New York City (altitude = 0 ft = 1033 g/cm2) to Denver 
(5280 ft = 852 g/cm2), the neutron flux increases 
by 3 . 4 ~ .  

measurements of cosmic ray SER as a function of altitude; 
see [21], Figure 6. Bipolar SRAM chips were measured at 
Leadville, Colorado, at Denver, Colorado, at sea level, 
and underground (under 5000 g/cm2 of rock). The results 
are shown in Table 4. This table assumes that the sea-level 
flux  is 94% neutrons, 4% pions, and 2% protons, and each 
scales according to the absorption rules stated above. 
Since the measurements were taken over a period of two 
years, the fail rates have been normalized to the mean 
cosmic ray sea-level flux intensity in 1990 using a cosmic 
ray monitor which accompanied the experiment to each 
site. 

To estimate circuit SER at a site we need not just the 
neutron flux, but the total hadron flux (neutrons + protons 

This estimate can be compared to experimental 

0.01 eV 1 eV  l00eV 10  keV 1  MeV 100 MeV 1 
0.1 eV lOeV 1 keV 100 keV lOMeV 1 Be\ 

Neutron flux vs. altitude. The most comprehensive measurements 
of neutron fluxes in the atmosphere are called the “Hess values” 
[22]. This plot shows the flux of neutrons as a function of altitude 
up to outer  space.  The lowest curve, marked 1030 g/cm2 (this is 
the thickness of the atmosphere), is for sea-level neutrons. The 
curve marked 700 g/cm2 is for an altitude of about two miles. The 
neutron  flux  curves  increase  with  altitude,  and  a  cross  section 
through them would result in a curve similar to the Pfotzer plot in 
Figure 3. The two dashed lines indicate the special nuclear reac- 
tions which cause the bumps in the flux curves from 1-100 MeV. 

Table 3 Experimental  neutron  attenuation coefficients. 

Neutron energy 
measured 

Neutron Reference 
attenuation, Ln 

(slcm’) 

All energies 
All energies 
E”: 1-10 MeV 
En: 10-100 MeV 
E n :  50-1000 MeV 
E n :  10 MeV 
E,,: 1-100 MeV 
ED: 80-300 MeV 

165 ~ 4 1  
140 ~ 5 1  
143* [I81 
150*  [221 
165  [261 
144 ~ 7 1  
148  [281 
150* ~ 9 1  

*Extensive study 

Table 4 Experimental  cosmic  ray intensity vs. altitude. 

Test site Altitude Barometric Theoretical  Experimental 
(m) pressure change change 

W m 2 )  

Leadville, 3100  692  12.1X  12.8X 

Denver, CO 1610  846 3.9x 3.7x 
Sea level 0 1033 
Underground -20 -5000 =O No fails/ 

(rock) 10 mo. 

co 
- - 
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Trajectories of incident cosmic rays.  The trajectories of incident 
cosmic  rays  are  quite  complex  because of the  earth’s  magnetic 
field. This diagram illustrates the possible paths which would be 
taken by particles  with  the  same  initial  charge  and  momentum 
which are incident on the geomagnetic equator of the earth.  The 
dashed circles indicate the magnetic shielding of the earth. 

- . . - . . ..- -. ” 

+ pions) at a location,  since these particles at high energies 
have about the same nuclear cross sections [2]. We must 
add to the neutron flux ratio of 3.4 (calculated above) the 
contributions of other hadrons (protons and pions). The 
predicted nucleon flux ratio for Denvedsea level is shown 
in a later section to be about 3.9, in  good agreement with 
the experimental value of 3.7. 

Latitude effects in the neutron flux 
The earth’s magnetic field forms a shield against charged 
particles everywhere except for particles entering vertically 
into a pole. As primary cosmic ray particles near earth, 
the magnetic field interacts with the particle’s charge and 
bends the particle’s trajectory (Figure 8). If the particle 
hits an atmospheric atom and starts a cascade, each of the 
cascade charged particles will also have its path bent. This 
bending both increases the possibility that the particles 
will end up  going back out into space, and lengthens the 
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Cosmic ray intensity vs. latitude. In 1954-1955, a nucleon detec- 
tor was transported at  sea level back and forth from the Arctic to 
the Antarctic. The  results, shown here, indicate that there is about 
a  factor  of 2 flux change  from  the  geomagnetic  equator  to  the 
pole. The nucleon detector was not well characterized, so it is un- 
known what energy of nucleons was being measured [31]. 

cascade path, reducing the probability that particles will 
reach sea level. 

The effectiveness of the earth’s magnetic  shield  in 
preventing sea-level cosmic showers is discussed in terms 
of the primary proton’s “rigidity,” which is defined aspc 
( p  is the proton momentum and c is the speed of light). 
The units of rigidity are volts (V). Since the primary 
protons which can cause a sea-level shower are all  highly 
relativistic, we can simplify this discussion by assuming 
their energy to be the same as their rigidity, but with the 
units changed  from eV to V. 

We define a terrestrial geomagnetic rigidity as the 
minimum energy that a primaly  proton must have to 
create a cascade which can reach sea level at a specific 
geomagnetic point. 

Geomagnetic rigidities have been calculated for every 
location on earth (this work is constantly updated by the 
United States Department of Defense  (US-DOD) 
because of the effect of cosmic rays on worldwide 
communications). Typical examples are shown in Table 5. 
This table shows that at a high geomagnetic latitude, e.g., 
Anchorage, Alaska, the rigidity  is about 1 GV. Primary 
cosmic ray particles with energies above 1 GV  may cause 
cosmic ray showers at Anchorage. This is the minimum 
energy to reach sea level, and  it assumes that the particle 
has a vertical trajectory. If it  is  angled,  it  will take a much 
higher energy to cause a sea-level shower. 

Near the geomagnetic equator, e.g., Tokyo, the 
geomagnetic rigidity is about 12 GV. Primary cosmic ray 
particles need energies above 12 GV to penetrate to 
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Table 5 Geomagnetic  rigidity of various  cities. 

Geographic location Geographic Geomagnetic Altitude Pressure Rigidiiy 
Lat. Long. Lat. Long. (ft) (g/cm2) (GV) 

U.S. east coast 
Boston, MA 42 N 289 E 54 N 357 E 0 1033 

41 N 286 E 
1.7 

New  York  City,  NY 52 N 353 E 0 1033 
39 N 283 E 

1.9 
Washington,  DC 51 N 350 E 0 1033 

26 N 280 E 
2.2 

Miami, FL 37 N 347 E 0 1033 5.3 

U.S. west coast 
Anchorage, AK 61 N 210 E 61 N 258 E 0 1033  0.98 
Seattle, WA 48 N 238 E 54 N 294 E 0 1033 

33 N 243 E 
1.3 

San  Diego,  CA 40 N 305 E 0 1033  6.0 

Higher-altitude U. S. cities 
Chicago, IL 42 N 272 E 53 N 337 E 595  1011 

41 N 248 E 
2.1 

Salt  Lake  City, UT 49 N 308 E 4390 881 
35 N 253 E 

3.1 
Albuquerque, NM 44 N 316 E 4945  863 

40 N 256 E 
4.4 

Denver, CO 49 N 317 E 5280  852 
40 N 255 E 

2.7 
Leadville, CO 49 N 316 E 10200  710  2.7 

Other cities 
Tokyo, Japan 36 N 140 E 25 N 206 E 0 1033  12.0 
London,  England 5 2 N O E  54 N 84 E 245  1024 

33 S 151 E 
3.1 

Sydney,  Australia 42 S 226 E 0  1033 
26 S 28 E 

4.9 
Johannesburg,  South  Africa 27 S 91 E 5740  837  1.9 

Tokyo. The geomagnetic rigidity can reach up to 17  GV 
right at the geomagnetic equator. There have been 
hundreds of experiments which have evaluated the concept 
of geomagnetic rigidities  (in the early days, this was called 
the “latitude effect”). The measurement of the sea-level 
nucleonic flux is very complicated; we present the results 
in historical chronology in order to show the complex 
chain of experiments. 

The earliest investigations of the latitude effect, from 
1947 to 1953, were made in  B-29 and B-36 bombers 
carrying particle detectors [30,  311. Later  detectors became 
too large for aircraft, and ships were used. Figure 9 shows 
a set of shipboard nucleon  flux measurements taken during 
1954-1955  [32]. These experiments show the effects of 
geomagnetic latitude. It is clear from the data that the flux 
variation agrees better with the geomagnetic latitude than 
with the geographic latitude, which  would be offset over 
10” from that shown. A second feature of these data is that 
the flux variation occurs over a narrow band of  30”, with 
little variation within 20”  of either the poles or the equator. 

During the International Geophysical Years (1958-1967), 
a major  effort was initiated by groups all over the world to 
quantify the cosmic ray nucleon  flux  and to determine its 
main parameters. Many groups constructed identical 
particle detectors which were cross-calibrated using a 
mobile standard detector. These detectors were sensitive 
only to nucleons with energies above 50 MeV, so their 
results are of particular importance to SER studies [23]. 
Typical results are those shown in Figure 10, for the 
nucleon attenuation length at widespread terrestrial 
locations. Some measurements were made at sea level  and 
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then at a different altitude by moving the detector. The 
difference in flux was then converted into an “attenuation 
coefficient” p, which is the inverse of the attenuation 
length we have used, and this coefficient was plotted in 
units of  %/mm  of  Hg. In these units, an attenuation 
coefficient of  1.0 = 136 g/cm2 absorption length. See the 
ordinate values on the right side of the plot to convert to 
g/cm2. 

Shown in Figure 10 are the results from 20 sites 
scattered around the world [34]. The results are  very 
consistent, a tribute to the extensive research which went 
into the design of the identical detectors which were used, 
and to the fact that the groups were making relative rather 
than absolute measurements. The variation in  mean 
attenuation length ranges from about 132 to 148 g/cm2, 
and  it shows a linear dependence on location rigidity. 
Data were collected from  all latitudes from a special 
geomagnetic laboratory at the magnetic North Pole (Re) to 
two locations at the geomagnetic equator: Buenos Ares, 
Argentina, and Ahmedabad, India. 

These IGY experiments measured both the proton and 
neutron fluxes together, so the neutron attenuation length 
( L  = 148 g/cm2) discussed before is  mixed  with a lower 
proton attenuation length (later measured to be about 110 
g/cm2). The proton value is lower than the neutron value, 
since it also loses energy by electromagnetic interactions, 
and thus protons are absorbed from the cascade faster. 
This combined nucleonic attenuation length is of great 
value for SER studies, since very high-energy protons and 
neutrons (>300 MeV) have identical nuclear reaction cross 
sections with  silicon  and we have to add their fluxes 

J. F. ZIEGLER 



together. However, detailed modeling for the lower-energy 
range of 20-200 MeV  may show significant protodneutron 
differences, in which case  the separate attenuation lengths 
for neutrons and protons are needed. Also shown is a 
smaller dependency on site barometric pressure, which is 
analyzed later. 

gave scientists confidence that measurements of cosmic 
rays could be conducted with accuracy and reliability, so 
in  1965 an international consortium (IQSY) began the 
complete mapping of the cosmic rays on earth [35]. Ships 
and airplanes were chartered for hundreds of cruises/flights 
with detectors going  from the North Pole to the South 

30 Pole, with lengthy stays in  most  major cities in  selfless 

The consistency of reported results like that in Figure 10 

dedication to the science of cosmic rays. Repeated 
measurements were made by many cosmic ray groups on 
the islands of Hawaii, ostensibly because they could park 
their detectors on Diamond Head and “let airplanes 
circle at the same altitude to cross-calibrate land  and 
air-borne detectors while the balmy breezes cooled their 
Mai-Tai’s”  [36]. 

Figure 11, where the inverse of the attenuation length  is 
again plotted in units of  %/mm of Hg-see the ordinate 
values on the right side of the plot to convert to an 
attenuation length in units of g/cm2 [36,  371. This figure 
shows the sophistication which was achieved near the end 
of the IGY years. The plot shows attenuation length vs. 
altitude and vs. geomagnetic rigidity, with both the 
calculations and the many data points coming together 
with remarkable consistency. At sea level (at a pressure of 
760  mm Hg), the nucleonic attenuation length varies from 
137 g/cm2 for a geomagnetic rigidity of 1 GV, to 157 g/cm2 
for 13  GV. The attenuation length varies with rigidity 
because higher-energy primary particles create cascades 
with  higher  mean energies which have slightly  lower 
interaction cross sections with the atmosphere and hence 

Typical results of these worldwide surveys are shown in 

Terrestrial cosmic rays vs. geomagnetic rigidity. The nucleon at- 
tenuation coefficient p is plotted for 20 locations in an  early  at- 
tempt to measure comprehensively the cosmic ray flux on earth. 
The stations are plotted according to the geomagnetic rigidity of 
their location, which is a measure of the earth’s magnetic shielding 
against cosmic rays. A rigidity of zero is shown for location Re 
(the Arctic weather station at the magnetic North Pole; Re stands 
for  Resolute,  for obvious reasons). At the far right are two loca- 
tions at the earth’s geomagnetic equator, Buenos Aires, Argentina 
(BA)  and  Ahmedabad,  India  (Am).  The  nucleon  attenuation 
length is shown on the right ordinate: This is the inverse of the 
“coefficient” plotted as the left axis.  The  data show substantial 
agreement between groups with less than 10% separating values 
for the same rigidity. The identities of the various stations are cat- 
aloged in [33]. Reproduced from [33] with permission; copyright 
1965 Societa Italiana di Fisica. 

Cosmic ray intensity vs. altitude and rigidity. This figure is from 
the most comprehensive study ever made of the attenuation of cos- 
mic rays on earth. Data from most of the locations described in 
Figure 10 are combined with data from mobile nucleon detectors 
on ships and airplanes to map out most of the earth.  The detectors 
were sensitive only to nucleons with energies above 50 MeV, so 
these plots are especially useful for SER estimates. The nucleon 
attenuation coefficient p is shown to be a function both of altitude 
and geomagnetic rigidity. This is because both affect the energy 
distribution  of  the  cascades,  and  the  details of attenuation  are 
energy-dependent.  This  beautiful  study is like  the  last  apple of 
the season: It is rich with flavor  and  detail, but it also  contains 
a worm (see Figure 12) [37]. 

. ”” . . ”” .” . ”_ ~ ”- 
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longer mean free paths. As discussed earlier, the difference 
between attenuation lengths of 137 g/cm2 and 157 g/cm2 
would make the relative flux of cosmic rays at Denver 
vs. New York City vary by only ?lo% from the mean, 
so this difference is only marginally important for SER 
work. 

Also shown in Figure 11 is the effect of altitude on the 
mean free path of nucleons. As altitude increases (lower 
pressure on the abscissa), the attenuation lengths for all 
rigidities decrease up to an altitude of 11000 feet (500 mm 
Hg). This decrease has been attributed to the fact that the 
high-energy proton/neutron ratio in the cascades increases 
with altitude (at sea level the neutron/proton ratio is 5x ,  
while at Denver it  is about 3X), and the protons have a 
much lower mean free path than the neutrons because of 
their electronic energy loss. This lowers the total nucleon 
attenuation length. 

Above 11 000 feet there is an increase in the attenuation 
length because the mean energy of the cascades is 
increasing with altitude, and this increases the mean free 
path of the cascade nucleons. Cascades with  higher energy 
are more penetrating. 

Mean  attenuation  coefficient  for  neutrons. An analysis of the 
results shown in Figure 11 showed that the proposed attenuation 
curves (solid lines in Figure 11) could predict the differences in 
nucleon flux recorded by the IGY detectors.  However, the detec- 
tors did not accurately discriminate against other particles which 
were not nucleons.  The  most  important  example  was an event 
called muon capture (described in detail in the section on muons), 
which generated neutrons within the detector. This figure shows 
how the attenuation coefficients must be altered so that they can be 
used to correctly predict the change of nucleon flux with altitude 
and  geomagnetic  rigidity.  The muon capture  effect  disappears 
with altitude because its magnitude remains fairly constant with al- 
titude, while the neutron flux continues to increase, finally making 
the muon capture error negligible. With this correction, the mean 
attenuation lengths should be accurate to about 1% [23, 36, 371. 
From [23], reproduced with permission. 
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Altitude  vs.  geomagnetic  rigidity.  The  preceding  figures  show 
how to scale the cosmic ray flux with altitude.  This figure corrob- 
orates the variation of flux at sea level with geomagnetic rigidity. 
The  data were produced by hauling a 23 000-lb detector to the var- 
ious locations shown.  The  detector used was very sophisticated 
and  reliable,  and was sensitive  only  to  nucleons  with  energies 
above 50 MeV. The resulting curve shows a reliable estimate of 
cosmic ray nucleon flux with geomagnetic rigidity. From [38], re- 
produced with permission. 

The increased penetration of higher-energy cascades is 
also seen in Figure 11 in the change of attenuation length 
with geomagnetic rigidity. At sea level, the value of L is 
about 137 g/cm2 for G V  = 2, and it is about 156 g/cm2 for 
GV = 13. The cascades at a 13-GV location will  have a 
higher  mean energy at sea level than those at a 2-GV 
location, and the higher  mean cascade energy means a 
higher attenuation length, i.e., less attenuation [38]. 

A final matter makes the all-purpose attenuation lengths 
of Figure 11 a little less attractive than they originally 
seem. These attenuation lengths describe the IGY nucleon 
detector response, but they do not  remove instrumental 
error, which was just being discovered when IGY was 
ending.  One  major factor was not included: the generation 
of neutrons by muon capture. This reaction occurs when 
a negative muon combines with a proton and produces 
one or more neutrons inside the detector (see the later 
discussion on the muon sea-level flux). About 7% of the 
measured sea-level neutrons in Figure 11 were from this 
source, causing a significant error. 

net  effect of including the corrections is to decrease the 
The correction to Figure 11 is shown in Figure 12. The 
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Cosmic rays vs. solar cycle. This curve results from an analysis of 
the sea-level portion of experiments  like those shown in Figures 
11-13 in order to determine how the results depend on the solar 
cycle.  This can be considered the final tuning of our knowledge of 
the sea-level flux with geomagnetic rigidity [38]. 

nucleon attenuation length at  sea level by about 7%. This 
correction becomes less significant  with altitude [32,  351. 
The  details of the correction are too complex  for this review. 

A further detailed experiment on the geomagnetic 
rigidity  effect was done by placing a very large (11-ton) 
detector on a truck and rolling it to all of the locations 
with stationary cosmic ray detectors in North America; 
see Figure 13. This allowed  all of the large detectors to be 
cross-checked and anomalous distortions removed from 
their data. An effort was made in this experiment to obtain 
a wide range of nucleon flux values exactly at sea level. 
The data show very little scatter about the average curve. 

The data of experiments like those shown in Figures 
11-13 have been analyzed by many theorists to draw out 
subtle changes. One study which has a direct bearing on 
our interests is shown in Figure 14 [39]. This plot indicates 
how the sea-level flux of neutrons varies as a function of 
the geomagnetic rigidity of any location and as a function 
of the solar cycle (to be discussed later). Going  from the 
geomagnetic equator (GV = 15) to the pole (GV = 0 )  
gives a 2X change in the neutron flux. The solar cycle 
may add about a 30% change. 

Relative neutron j k x  at major cities 
The terrestrial flux of nucleons any place on earth can be 
estimated by knowing three quantities: the geographic 
longitude and latitude, and the altitude. The geomagnetic 
coordinates can be calculated from the geographic 
coordinates; then, Figure 14 will  give the relative nucleon 
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Table 6 Variation of cosmic  ray flux at various  cities. 

Geographical  location  Nucleon fIux difference 
from NYC 

(%) 

Sea-level  cities 
New  York City, NY 0 
Boston, MA 1 
Washington,  DC 
Miami, FL 

-1 
- 10 

Anchorage, AK 2 
Seattle, WA 1 
San  Diego,  CA - 14 

Higher-altitude  cities 
Chicago, IL 16 
Salt  Lake City, UT 304 
Albuquerque, NM 335 
Denver,  CO  388 
Leadville, CO 1100 
Arapahoe, CO 1700 

Other cities 
Tokyo, Japan - 40 
London, England 14 
Sydney,  Australia - 14 
Johannesburg, South Africa  430 

flux for this location at sea level. This sea-level flux  is then 
increased using the nucleon attenuation length  from Figure 
11 for the altitude and  rigidity of that location. Typical 
examples for cities are given in Table 6 (New  York City 
is used as a baseline). 

Attenuation by concrete shielding 
Besides altitude, concrete shielding also greatly affects the 
flux of hadrons. Portland cement concrete nominally  is a 
1:2 mix  of cement and sand which contains 10% water by 
weight. This approximates concrete floors and roofs in the 
United States. Concrete densities may vary  by up to 30%, 
especially if aggregate is included, so any concrete 
absorption calculation will be a rough estimate unless 
the details of the material are known. 

The only experimental measurement of concrete 
shielding of cosmic ray nucleons showed an attenuation 
length of 170 g/cm2, but this experiment only measured the 
low-energy neutron component (En = 0.001-10 MeV) [18]. 
We have conducted extensive studies of the absorption of 
cosmic ray nucleons  (energy > 50 MeV)  under various types 
of concrete. The  results were quite  reproducible,  and  varied 
<2% depending  on concrete composition.  The  mean 
attenuation  length  for  neutrons was measured to be 216 g/m2. 

Figure 15 shows the attenuation of nucleons above 
100 MeV as a function of concrete with a typical density 
of 2.45 g/cm3. Ceilings  with a foot of concrete lower the 
cosmic ray intensity by 1 . 4 ~ .  

A theoretical analysis of the attenuation of cosmic ray 
neutrons in earth has shown that the flux  of very low- 
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Concrete thic!aes (in.) 

Absorption of cosmic rays by concrete. The attenuation of nucle- 
ons by concrete  is  shown  for  various  thicknesses.  Concrete is 
a material with densities varying from 110-160 lb/ft3 (1 .762 .56  
g/cm3), so the above curve is a rough approximation. We assume 
a Portland cement  concrete  with  a 1:2 mix of cement  and  sand 
which contains 10% water by weight (no aggregate). This approx- 
imates  concrete  structural  floors  and  roofs in the United States 
with a density of 152 lb/ft*= 2.45 g/cm2. The absorption of nucle- 
ons can be roughly estimated by assuming an exponential attenua- 
tion of 1.4x, where x is the thickness of concrete in feet. 

energy neutrons may jump 2 0 ~  after a cm  of penetration 
because of special nuclear reactions which do not occur in 
atmospheric collisions (Figure 16) [40]. This sudden 20X 
increase in the low-energy neutron flux under earth 
shielding has been seen in experiments [17]. This increase 
in the very low-energy neutron flux  would  lead to an 
anomalously high attenuation length such as that reported 
above, but should have little effect  on circuit SER because 
it only changes the flux of low-energy nucleons. 

Nucleon flux changes with time 
Hundreds of studies have measured the sea-level nucleon 
flux changes with  time. The diurnal effect  is less than lo%, 
again indicating that the sun is not an important source of 
the sea-level cosmic ray nucleons [5 ] .  The effect of the 
position of the earth in its orbit is also less than 10% 
(annual effect). 

The eleven-year solar cycle creates an additional 
magnetic field about the earth, and this field increases the 
shielding against intra-galactic cosmic rays and sea-level 
cosmic rays during the period of the active sun. This 
reduction is about 30% (peak to peak), and about 20% 
when averaged over the three-year period of the active or 
quiet sun. The period from 1984 to 1986 was the cycle of 

IBM J. RES. DEVELOP. VOL. 40 NO. 1 JANUARY 1996 

Effects of air-ground interface  on neutron spectrum.  When  the 
cosmic ray nucleon flux penetrates a solid such as a building, the 
spectrum of particles suddenly changes.  The cascade interactions 
change from nitrogen and oxygen collisions to collisions with the 
atoms of the  solid.  Shown in the  figure  are  the  changes of the 
neutron flux as it penetrates ground (density = 1.7 g/cm2).  The 
very low-energy neutron flux increases by over 20X within a few 
centimeters.  The higher-energy neutron flux  changes  less, with 
neutrons above 100 MeV having no significant change of flux for 
most typical solids. 

the quiet sun, and hence a maximum  of sea-level cosmic 
rays [the peak of sea-level cosmic rays lags  slightly out of 
phase with the solar cycle, and the peak of the sea-level 
cosmic rays occurred about 1987 (see Figure l)]. 

Associated with the solar cycle are solar flares, which 
add considerable noise (variation) to the 30% total nucleon 
increase (Figure 17). A solar flare  so  large that it  affects 
the earth’s sea-level flux  of particles occurs a few  times 
during each active sun. The particles are spread out in 
time, both because the flare  may last a few hours, and also 
because of the time for particles of different energy to 
travel from the sun to the earth (a 100-MeV proton takes 
over two hours to reach the earth). The active sun of 
1991-1993 was the most violent ever recorded, with more 
than a dozen major cosmic ray bursts, similar to that 
shown, recorded at terrestrial altitudes. 33 
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Effects of solar flares on cosmic rays. Large solar flares occur fre- 
quently during the active sun period. They emit tight streams of 
particles which flow  out through the solar system. Several times a 
year the earth may move through such a stream of particles. The 
curve shows the result at  sea level of such a  solar  flare.  There is 
about a 2X change in energetic sea-level nucleons which lasts for 
half a  day. During the period of quiet sun this type of event never 
occurs. 

Figure 17 shows the signal from a total nucleon flux 
detector in Canada. This plot is from a flare which 
occurred in 1960, a year before the active sun of 1961. 
The flare caused a major pulse in the nucleon flux of 
approximately 2 ~ .  These results are for the largest 
flares in the 1960 active sun period. 

Absolute neutron flux 
There have been no quantitative measurements of the total 
sea-level cosmic ray nucleon flux. There have been 
separate measurements of the neutron flux  (which at sea 
level is about 90% of the nucleons above 100 MeV) and 
of the very high-energy proton flux. 

Figure 18 shows a collection of experimental cosmic ray 
measurements, and our evaluation of a nominal neutron 
flux to be used for sea-level sites in the United States. The 
solid line  is a best guess for a nominal sea-level flux  of 
neutrons. Although the data appear to hug the line closely, 
there is a possibility of a shift by 2X because of a lack of 
knowledge of the angular distribution of the neutron flux 
at  sea level. 

The problem of assuming an  angular dependence of 
the neutron flux spectrum enters into the neutron flux 
experiments in two ways (the angular dependence of the 
flux is defined as the way in which the flux intensity varies 

34 with the angle to a horizontal plane). First, any energetic 
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neutron detector has a detection efficiency which changes 
depending on the direction of the incident neutron. 
Second, since none of the experiments measured 
completely how the measured flux  changed  with  angle, 
the measurements must be modeled to estimate the full 
hemispherical  flux. 

All  of the papers modeled their results by assuming a 
cosine variation of flux with angle. To summarize the 
experimental angular distribution of cosmic ray nucleons at 
sea level, Reference [41] shows cos3 for En = 200 MeV; 
Reference [42] shows cos' to cos4 for En > 350 MeV; 
Reference [43] shows cos3 to cos5 for En = 100-1000 MeV; 
Reference [29] shows c o 0 3 ~ . ~  for En = 200 MeV; Reference 
[44] shows cos'.' to for E,, from 60 to 750  MeV; and 
Reference [45] shows a cos3 variation for En from 10 to 
100 MeV. 

A reasonable average of the above is an  angular 
variation of cos3 for sea-level nucleons from 20 to 
1000  MeV. 

The correction to a measured vertical neutron flux  [in 
units of flux per steradian (sr)] to obtain a total flux can be 
made as follows: If the flux is presumed to be isotropic, 
the total flux is just 2 7  times the flwdsr  in a vertical 
direction (energetic neutrons come only from above, not 

Experimental  data  on  sea-level neutron spectrum.  The  absolute 
flux of neutrons above 10 MeV has been measured by six groups. 
These  are shown on  the plot and are discussed in detail in the  text. 
All have been normalized to New York City, 1985, as  a baseline. 
The solid curve is the nominal sea-level neutron flux which best 
fits  the data. Although the data were quoted as specific for neu- 
trons, some of the experiments did not remove  the contribution of 
other hadron particles. The curve is suggested as the total nucleon 
flux curve. 
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from below). If one assumes a cosine distribution, the 
multiplicative factor is just 7. The general solution for 
a flux with an angular distribution of cos” is the total 
flux = 27/(x + 1) times the angular  flux.  Using the above 
experimental average of cos3 for the neutron angular  flux, 
the total flux is 1.6 times the vertical flux/sr. This is called 
the “solid angle correction” below. 

Another problem  with the experimental neutron flux 
papers is that there is always a correction applied for 
geomagnetic latitude to obtain a normalized value at 44 N 
(the reference latitude for sea-level measurements). Few 
authors discuss how they make this correction. 

Data which have been corrected are noted. 
The data points in Figure 18 are discussed below. 

0 Reference [22] contains the most comprehensive 
experimental values of sea-level neutrons. Detectors 
were flown over northern latitudes at a series of 
altitudes. This work is so influential that its results may 
have contaminated later works, which always refer to 
Hess as the benchmark values. The high-energy values 
of Hess contained a mistake which was later corrected 
by Hughes and Martin [23]. These authors pointed out 
that the Hess detector would convert some of the other 
cascade particles into neutrons, erroneously increasing 
the measured neutron flux. This problem they called the 
“multiplicity” effect, and these criticisms were later 
verified by many other studies. We show in Figure 18 
the Hess values up to 100 MeV, and above this are 
shown the corrected values [23] removing the counting 
of detector-generated neutrons. Since the Hess values 
were determined from an omnidirectional neutron 
detector, no correction was made for solid angle. 
This paper is by Ashton et al. [46]. Their analysis of the 
problems of measuring neutron fluxes makes this paper 
one of the most important in the field. Measurements 
of other cosmic ray particle fluxes  by this group are 
considered benchmarks. Note: The data values in 
Figure 18 have been corrected for solid  angle. 

A Reference [29] comes from a Ph.D. thesis. For the 
sea-level spectrum the author detected only 29 
high-energy neutrons, and the data may not be reliable. 

0 Reference [45]. The sea-level data might be presumed to 
be an afterthought in this paper. The authors used a 
balloon  flight to probe the neutron flux at high altitudes. 
Before the flight they let the detector sit in a barn at the 
launch site in  Missouri for two weeks and collected 12 
hours of data. The flux shown is the result of the pre- 
launch data, and is of marginal quality. 

A Reference [47]. This paper from  Wolfendale’s group at 
the University of Dundee is for the cosmic ray proton 
flux at sea level, which should be about equal to the 
neutron flux for energies above 1 GeV (see Figure 4). 
The data have been corrected for solid  angle. 
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Neutron  energy (MeV) 

f Analytic approximation to neutron flux at New York City.  The 
f nominal nucleon flux at sea level (New York City) is shown with 
[ an analytic formula which fits the curve to 1 % .  This fonnula is 
B not valid beyond the limits of the plot shown. 

Reference [48]. This Ph.D. paper is a rigorous 
examination of the neutron flux at various terrestrial 
sites based on neutron time-of-flight measurements. 
Unfortunately, it disagrees with all other data. 

Figure 19 shows the nominal neutron flux  with a simple 
analytic formula for the flux (the formula  is valid only over 
the range of neutron energies shown). 

Pion Jlwc at sea level 
As described at the start of this paper, the various pions 
are unstable particles with a mass of about 135  MeV and a 
lifetime of about 26 ns. They have the strong interaction, 
so they act just like the nucleons except that they have 
smaller  mass. Since there are 100 times as many nucleons 
as pions at sea level,  we expect their SER contribution 
from the strong interaction to be insignificant. 

which makes a unique contribution to a circuit SER. 
Negative pions have an interaction, pion capture, not 
found in any other particle in the cosmic shower. It begins 
when a pion loses all of its kinetic energy within a solid. 
It then attaches itself to the nearest nucleus and begins to 
orbit like  an electron. But the pion  is not an electron, so 
the Pauli exclusion principle does not keep it outside the 
electrons. It quickly cascades into tighter orbits, emitting 
X-rays, until  it is in a 1-s orbit. The pion is 200 times the 
mass of the electron, so its fundamental orbit is smaller 

There is one mode of interaction of pions  with matter 
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experiment with  164-MeV  negative pions [49]. The target 
of these pions was a 4Kb  n-MOS SRAM (AMD-9114)  with 
an SER cross section for nucleon bombardment of about 
19 X 10"' cm2, which  is a typical value for that type of 
chip.  When  it was irradiated with energetic pions, the 
circuit had the same SER cross section that it  had under 
nucleon bombardment, which was to be expected. Then 
blocks of plastic were introduced in front of the target, 
reducing the energy of the pion  beam reaching the target. 
After 15 cm  of plastic was introduced, the SER cross 
section suddenly increased by  1500%. This thickness of 
plastic was almost  enough to stop the pion  beam,  and 
some of the pions were leaking  through the back side and 
drifting into the circuit. There they underwent the pion 
capture interaction. It is estimated that every negative  pion 
which was captured in the active volume of the target  led 
to a soft fail. 

To demonstrate that the SER effect was due to pion 
capture, the authors left the circuit in  place  and switched 
to a positive pion  beam. The results are also shown in 
Figure 20, which shows no SER peak for zero-energy 
positive pions. The positive pion  is  repelled by the positive 
nucleus, and it ends its 26-11s lifetime  drifting in the 
electron sea between atoms. Here it cannot couple its 
mass energy into nucleons, and this energy is dissipated 
in ways which do not  involve  an  exploding  nucleus. 

At sea level the number of pions  which come to a stop in 
silicon  and  undergo  pion capture is about 8.5/cm3-yr [33]. 
Thus, even if every pion capture leads to a soft fail, there 
will be only about 0.05 fails per year for a 64KB cache 
memory. For Denver, the number of stopped pions  is 
estimated to be 48/cm3-yr in silicon. 

Muon jlza at sea level 
The  muon  effect  is  different  from the pion  effect above. 
There are 1000 times  more muons than pions, but muons 
do not have the strong interaction to couple energy into 
nucleons. This coupling is necessary to generate intense 
local charge bursts which can upset circuits. 

scattering of muons  from  nuclei  (which can induce a 
nuclear  recoil of a target atom), and  muon capture, 
which  is  similar to the pion capture discussed above. 

Calculation of  muon electrostatic scattering has been 
discussed in detail [15, 501. These models take the sea- 
level flux of muons and calculate the probability of 
scattering to induce silicon  nuclear  recoils.  The importance 
of this effect can be  roughly evaluated by considering an 
electronic device which  will upset if it receives >lo0 fC of 
local charge. (This is the upset charge, Qait, below which 
alpha particles may  begin to dominate circuit SER.) 

can induce >lo0 fC  is 7/cm3-yr [33]. This is about the 

How important to circuit SER is the pion capture effect? 

Two  muon  effects  which  affect  circuits are the electrostatic 

The rate at which muons produce recoiling  nuclei which 

Effect of pion capture on LSI circuits. Experimental SER results 
from pion irradiation of a  4Kb PMOS static RAM [48]. Curve A 
shows  the SER cross section per  chip as a  function of negative 
pion energy. In the experiment the pion beam energy was lowered 
by interposing lucite blocks in front of the circuit.  The pion en- 
ergy at the left is 164 MeV, and it decreases to zero at the right. 
The SER observed for high energy is about the same as that ob- 
tained from proton bombardment. At about zero pion energy, the 
SER rate suddenly jumps 1500%. This low-energy SER is due to 
pion-capture events (described in the text).  To confirm the above 
result,  the  same  experiment  was run with a  positive pion beam 
(Curve B). Positive pions do not undergo pion capture. For high- 
energy  pions,  the SER was  the  same  as  for  the  negative  pions 
(note expanded  ordinate  scale).  For low-energy pions, the SER 
cross  section  goes  to  zero.  This  confirms  that  the  above  zero- 
energy SER result was from pion-capture events. 

than the size of the nucleus. Since the pion has the strong 
interaction, it quickly couples with one of the nucleons, 
and all  of its 135  MeV of mass is transformed into 
nucleonic energy. The nucleus immediately fissions 
into many  high-energy fragments. 

experimentally tested. Figure 20 shows an elegant 
The effect of pion capture on circuit SER has been 



same as the pion capture rate (discussed above), and  is 
insignificant compared to the nucleon effect on circuit 
SER. 

The second muon  effect  which  might contribute to 
circuit SER is muon capture. This effect  begins the same 
as for pion capture, discussed above. A muon comes to 
rest within the silicon lattice. If it is a negative muon, it 
begins to orbit a positive silicon nucleus. It cascades down 
through various orbits until  it reaches a 1-s orbit, which is 
within the nucleus itself, since the muon  is 200 times the 
mass of an electron. 

At this point, muon capture differs  from  pion capture. 
The muon does not have the strong interaction, so it 
cannot couple directly to the nucleons in the nucleus. 
Instead, muon capture involves the combining of a 
negative muon with a proton yielding a neutron and a 
neutrino. The neutrino carries away most of the muon 
mass-energy of  106 MeV,  leaving the neutron with about 
6 MeV. This neutron can interact with the nucleus, 
causing many possible secondary reactions which have 
been analyzed in detail [16]. 

The  rate at which muon capture occurs at sea level 
has been studied by many authors, because this effect  is 
important in generating unusual isotopes which can be 
used in the geological  dating of rocks. The accepted sea- 
level rate for muon capture, relatively independent of 
stopping material, is 

Muon capture rate = 510/cm3-yr.  (14) 

But in contrast to pion capture, few muon-capture events 
cause a burst of charge capable of upsetting an electronic 
device. Most  emit no charged particles, and less than 
3% emit even an alpha-particle [45,  511. The maximum 
alpha-particle emission is 

Muon-induced alpha-particle = 15/cm3-yr; 

Muon-induced heavy fragment < l/cm3-yr. (15) 

At Denver, these events would increase by only 30%, 
since the muon  flux does not change much  with altitude. 

Theoretical  cosmic  ray  cascades 
This section describes how the terrestrial flux  of cosmic 
rays may be calculated theoretically, based on the 
original work of  O’Brien  [17, 521. The calculation predicts 
charged particle fluxes (muons, pions, and protons) quite 
accurately, but it appears to underestimate the neutron flux 
by about 5 X .  This is discussed in detail under the previous 
section on neutrons. This model has been shown to be 
accurate to better than 2x for relative measurements such 
as the relative cosmic ray intensity at various cities. 

equation. The incident flux  of particles penetrate the 
The model uses the approach of the Boltzmann transport 

atmosphere, governed by cross sections (functions) which 
modify the flux by evaluating a) energy loss probability, 
b) creation of new particles, and c) decrease of  flux by 
absorption of particles. Each of these cross sections 
depends on the particle type, energy,  and  lifetime (for 
unstable particles like  pions or muons). The transport 
equation is set up to show the particle flux spectrum as a 
function of atmospheric depth. The major assumptions are 
that the atmosphere is considered a planar slab of varying 
density, that the cross sections do not depend on the air 
density, and that the air  may  be considered to be made 
of a single nuclear species with  an atomic weight of 
14.48 amu, an atomic number of  7.22, and an ionization 
potential of  92.8 eV. All electronic energy loss is assumed 
to be the relativistic Bethe-Bloch type, i.e., approximately 
proportional to In(E)/E. 

considered: 

p + air + v p p  + v p  + vT ? rr 2 +vTrr ,  

n + air j v p p  + v,n + vT 2 rr ? + v T r  , 

r r * p + v ,  

r r o  + 2y + electromagnetic showers, 

p + e + 2v 3 electromagnetic showers, (16) 

The following creation/absorption operators are 

0 0  

0 0  

wherep = protons, n = neutrons, v = neutrinos, 
rr = pions,  and y = gamma rays. The details of the cross 
sections are given  in  [17,  52,  531. The cascade terminates 
at 100 MeV (particles are lost  from the cascade below this 
energy), since the simplified transport assumptions are 
invalid  below this energy. Studies have shown that the 
local terrestrial surroundings (proximity to rock, water, 
steel, etc.) have a large  effect  on  nucleon density below 
100  MeV.  At energies below 1 MeV, these local 
surroundings may change the local  nucleon  flux by 
lox; see Figure 15. The  influence of kaon production 
is considered negligible  in this calculation. 

The incident flux  of nucleons was shown in Figure 2. 
One set of data is shown; however, many other sets are 
available, all  with  similar agreement to the solid curve 
which is the analytic function used in the program. The 
incident primary nucleon flux is assumed to be 70% 
protons and 30% neutrons. The primary  flux  is truncated 
to zero for all particles with energies below the 
geomagnetic  rigidity  for the terrestrial location chosen. 
The geomagnetic  rigidity is estimated using the 5” grid 
tables of M. A. Shea (U.S. Department of Defense) based 
on the 1980 geomagnetic  field  model [54-561. 

primary angles to cover various trajectories. Calculations 
of the effects of barometric pressure or ambient 
temperature are made by using the equivalent changes 
to the atmospheric air slab. 

The transport calculation is  run  with ten incident 
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Figure 4 showed  the  result of summing over  the 
hemisphere of possible  incoming  particles, and weighting 
the  sums  with  their  respective solid angles. The  upper right 
corner of the plot shows  the  basic  data of this calculation. 
The  latitude  and longitude of New  York  City  are  converted 
to  the  equivalent geomagnetic values (based on  the 1980 
magnetic pole of the earth). The  altitude of New  York  City 
is  set  at  zero feet. The  barometric  pressure  is normal, 
1033 g/cm2 = 29.9 in. Hg. The  temperature is set  at 
0°C. The geomagnetic  rigidity for  New  York  City  is 
1.7 GeV/amu. Not  shown  is  that  the  solar  cycle  is 
assumed  to  be  at a minimum. We  show  for  the  nucleon 
flux  below 100 MeV  the  slope of nucleons  obtained in 
[18, 221, which  are  atmospheric sea-level  values. 

The  four  particles  calculated  are  the fluxes of neutrons, 
muons,  protons,  and pions. The  total flux of these  particles 
is  shown  at  the  lower left of the plot.  Comparing the 
neutron flux of this figure with  the  values in  Figure  18 
shows  that  there is a serious  error in the magnitude of the 
calculated  neutron flux. The fluxes of the  pions  and  muons 
are independent of the neutron flux, and, as discussed  above, 
they  are considered to  be quite accurate (within +30%). 

Conclusions 
The following summarizes  the  status of our knowledge 
of cosmic  rays  at  terrestrial  altitudes  as  they affect  circuit 
soft-error  rates (SER). 

The  change of particle flux from  one  city  to  another  is 
known  with  great  accuracy  (better  than 20%). This 
allows SER  values  determined  at  one  location  to  be 
scaled  to  cities elsewhere. It  also allows the field testing 
of circuit sensitivity  to  cosmic  rays  to  be  done  at high 
altitudes  (where  the  cosmic  rays  and  the circuit fail rate 
can  be lox greater  than  at  sea level), and  these  results 
then  can  be reliably scaled  down  to  sea level. 
The  shapes of the  various  particle flux spectra (flux 
vs. energy) are  known  to  better  than 2 ~ .  There  are 
problems  with  the  absolute normalization of the  neutron 
curves  to  obtain  absolute fluxes.  Simple expressions  are 
given which  show  how  to  use  these fluxes to  make  quick 
estimates of the  cosmic  ray fail rates of computer 
memory  chips. 
The  relative  SER  importance of the  various  particles  at 
sea level (neutrons,  protons, pions, muons,  electrons, 
and  photons) is understood.  Neutrons  are  the  primary 
problem. 
The  variation of cosmic  rays  with time  is  well  known, 
e.g., night/day variation,  annual changes, solar  cycle 
changes.  The  most  important  is  the  solar  cycle,  which 
may  vary  SER  by 30%. 
Concrete shielding above  equipment  can  produce a 
significant reduction in  circuit SER. Also, modest 
concrete shielding should allow testing  for  the  portion of 38 
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circuit SER  caused  by alpha-particles from circuit and 
package materials. 
Reliable estimates  can  be  made of the probability of a 
single cosmic  ray  shower generating two soft errors 
simultaneously on  separate  chips in a system.  The 
probability is insignificant. 

The following are  the major  problem  areas: 

The  absolute sea-level flux of energetic  neutrons 
(En > 100 MeV) is known  with  an  accuracy slightly 
better  than 3 X .  
The flux of neutrons  with  intermediate  energy 
(En  = 20-100 MeV) causes  about 20% of the cosmic-ray- 
induced  bipolar  circuit SER, but much  less  for FETs and 
CMOS. This  neutron intensity  is very  dependent  on local 
surroundings  and  may  vary  by  3x.  The details of how 
this flux varies  with  surroundings  have  not been  well 
studied.  This local source of neutrons will become  more 
important  as  devices  become  more sensitive. 
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